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1 Introduction 
 
This document describes how to configure the DSCP values for IP packets sent by the Link-
Manager on a Windows server (WIN2008, WIN2008R2, WIN2012, ...) according to 
RFC2475. 
 
With previous Windows versions programs could set the DSCP value for sent packets them-
selves. This is not possible with current Windows versions. 
 
Microsoft recommends to configure this using so called policy-based QoS (QoS policies). 
 
The LinkManager (LinkMgr.exe) from the SwyxWare/NetPhone program directory is the 
SwyxWare/NetPhone component which communicates with the provider. Normally the Link-
Manager uses the ports 55000 - 56000 for RTP packets, port 65002 for outgoing SIP packets 
via UDP and a random port for outgoing SIP packets via TCP. 
 
For further information, please refer to the Swyx Knowledge Base article “WHICH PORTS 
ARE USED BY SWYXWARE (OVERVIEW) (KB4498)” 
 

http://www.ietf.org/rfc/rfc2475.txt
https://www.swyx.com/products/support/knowledge-base/article-details/swyxknowledge/kb4498.html
https://www.swyx.com/products/support/knowledge-base/article-details/swyxknowledge/kb4498.html
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2 Requirements 
 

2.1 QoS Packet Scheduler 

The QoS Packet Scheduler must be activated on SwyxServer - normally this is set by de-
fault. If not you can activate it in the network connection properties: 
 

 

2.2 Support of DSCP tagging in the network card driver 

The SwyxServer network card/network card driver must support the transmission of DSCP 
values. Newer network cards normally support this automatically, with older cards, plase con-
tact the manufacturer for this information and the required configuration. 
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3 Configuring policy-based QoS 

3.1 Starting the policy editor 

You can start the Local Group Policy Editor by entering „gpedit.msc“: 
 

 
 
After you have started the editor you can set QoS policies under Computer Configuration -> 
Windows Settings -> Policy-based QoS. 
 

 
 
The actual QoS policy must be configured in the respective dialogs in the assistent. A com-
plete configuration requires altogether three different policies:  
 

1. For outgoing RTP packets 
2. For outgoing SIP packets via UDP 
3. For outgoing SIP packets via TCP 
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3.2 Configuring the RTP policy (media data) 

 

3.2.1 Name and DSCP value 

 
When configuring a new policy, first enter the intended policy name and DSCP value. The 
DSCP must be a decimal value. 
The throttle rate is required for a possible bandwidth limitation - you do not need to configure 
it at this point. 
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3.2.2 Setting the sending application 

 
Set the application for which you want the sent packets to be tagged. In this case it is the 
LinkManager.  
 
Please note: If SwyxWare has been installed in another folder you must enter the correct 
path to the LinkMgr.exe file to assure the policy works. Please enter the file path (see 
screenshot): 
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3.2.3 Source and destination IP address 

 
In the next dialog, you can set the source and destination IP address. You do not need to enter 
anything here and instead keep the default settings (“Any...address”). 
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3.2.4 Protocol and port ranges 

 
In the last step, enter the intended protocol and port range. For RTP packets UDP is used. In 
a standard installation without manual changes to the LinkManager ports, the port range is 
55000 to 56000. Start and end port must be separated by a colon. 
 
You do not need to enter a destination port, instead keep the default setting (“To any destina-
tion port”). 
 

 
 
The policy becomes active right after you have finished the configuration. It will probably not 
be necessary to restart the whole server. 
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3.3 Configuring the policy for SIP packets 

 
You can configure the policies for SIP packets in the same way. This requires two additional 
settings: 
 

4. DSCP Value 48, Protocol UDP, Application LinkMgr.exe, Source Port 65002 
5. DSCP Value 48, Protocol TCP, Application LinkMgr.exe, Source Port * 

 
Since the SIP traffic shall be handled differently to the media data, the DSCP value of 48 is 
correct here. 
 
Please note: Since the source port is a random port when using SIP via TCP, do NOT enter 
a source port in this policy. 
 
At the end the configuration in the editor should look like this: 
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3.4 Checking the effectiveness of the policies 

 
You can use wireshark to check if the policies work correctly. Make a test call and check the 
details of an outgoing SIP packet and an outgoing RTP packet. In the RTP packet details under 
„Internet Protocol Version 4“, you should find the following information: 
 

 
 
An outgoing SIP packet should look as follows: 
 

 
 
The screenshots show that the RTP traffic is tagged with 0xb8 (decimal 46) which corresponds 
to DSCP class EF („expedited forwarding“). The SIP traffic has 0xc0 (decimal 48), which cor-
responds to DSCP class CS6. 
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3.5 Removing potential other QoS configurations 

 
If the DSCP values of the IP packets do not correspond to the configured values although 
you have entered everything correctly, you must check if there have been made additional 
QoS configurations to the local group policies, which interfere with the new policies. 
 
In this case, please check the configuration of the entered service types under Administrative 
Templates -> Network -> QoS Packet Scheduler -> “DSCP value of conforming packets”. 
Normally these entries are set to “Not configured”. 
 

 
 
If these settings correspond to the above screenshot, reset the status of all configured ser-
vice types to “Not configured”: 
 

 
 
Additionally, plese check the “Advanced Qos Settings”. 
 
In the Group Policy editor, right-click on “Policy-based QoS” and select “Advanced QoS Set-
tings” in the context menu.  
 
The second tab of the “Advanced QoS Settings” dialog should look as follows: 
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If this checkbox is activated, please deactivate it again. 
 
After this the settings for policy-based QoS should work as expected.  
 
If there should still be no improvement, please contact the  
domain administrator of the customer network to check if he possibly distributes QoS settings 
in his domain policy which would overwrite your local settings. 
 
 


